Remote Access

Working from Home or on the Go, you need to access company resources or your office computer.

e Duo Authenticator

o Duo Mobile Download Links

e Remote Desktop

o Setup and using Remote Desktop on Windows PC's

o Setup and using Remote Desktop on iPhone or iPad




Duo Authenticator

Duo Security's two-factor authentication service to make logins more secure. The application
generates passcodes for login and can receive push notifications for easy, one-tap authentication.



Duo Mobile Download Links

Duo Mobile - Download Links

Android: https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en_US

iOS: https://apps.apple.com/us/app/duo-mobile/id422663827
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Remote Desktop

Use Microsoft Remote Desktop to connect to Azure Virtual Desktop, Windows 365, admin-provided
virtual apps and desktops, or remote PCs. With Microsoft Remote Desktop, you can be productive
no matter where you are.



Remote Desktop

Setup and using Remote
Desktop on Windows PC's

Remote Desktop comes standard on all Windows Desktop and Laptop computers. To setup and use
on Windows computers, your administrator or IT Support team will likely remote into your
computer and setup a shortcut on your computer to use Remote Desktop

Remember that when your connected to remote computer and you accidently shut down the
remote computer, someone may need to power it up for you before you can reconnect, you
will get an Error: Remote Desktop can't find the computer...

Connect to Remote PC

Work PC.rdp

Most times, you just double click on the Icon and it will automatically start connecting, it may ask
you for a login, fill it in if you have it, or contact support if you don't know what it should be.

While connecting, it may get stuck on this screen for a while
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This will usually send a request to your Mobile Phone a Duo Authentication request, asking to
approve your connection...
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Approve

Only Approve when you are trying to connect, its better to ignore or Deny the connection if
your not sure, please report if you know its not your device connecting...
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Error: Remote Desktop can't connect to the remote
computer...

Remocte Desktop Connection

o Remote Desktop can't connect to the remote computer "..2" for one of these reasons:

'I) "r'n:-ur user account is not authnrized to access the RD Gateway

—— —— e —————

2} Your cu:ur‘nputer is not authnrlzed to access the RD Gateway "_ ... o2 e
3} You are using an incompatible authentication method (for example, the RD Gatewa},r might
be expecting a smart card but you provided a password)

Contact your network administrator for assistance,

o See details

Getting this error can be several different reasons...

1. If you get this error after it was trying to connect for about a minute or so, check your Duo
Mobile App, did you "Approve" the connection.
e If didn't get anything and even opened up app, then something isn't configured
right, contact support
e Duo Mobile asking for sign in or to be setup, or missing on your phone, contact
support to get it setup.
2. If you get this error almost instantly
e Check your internet connection and make sure your connected to the correct Wi-Fi
or Ethernet Cable is fully connected and you can go on websites just fine.

Error: Remote Desktop can't find the computer...

—_——

Remeote Desktop Connection

o Remote Desktop can't find the computer "Example-PC". This might mean that "Example-PC"
does not belong to the specified network. Verify the computer name and domain that you
are trying to connect to,

s See details .

|

Make sure that your Remote/Office/Work Computer is powered on at the Office.

If it still doesn't work, contact support

Error: Your computer can't connect to the remote computer
. reached its maximum allowed connections...
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Remote Desktop Connection

o Your computer can't connect to the remote computer because the Remote Desktop Gateway

server reached its raximum allowed connections, Try reconnecting later or contact your
network administrator for assistance.

o See details

If you are getting this error, that means that there is a limit set for your company of how many
Devices/Users can connect at the same time and the limit has been reached. Usually this limit is
set to offer better experience for all connected users, as too many users can cause freezing and
severe lagging for everyone.

*Most times this is due to Internet or Server Capacity issue, you may contact support to see what
can be done to raise the limit.

Issue: Connection is Laggy and Freezing up

This may happen because of many reasons... Here is usually the problem in order of most likely to

least likely...
1. Your WIFI Router is having issues, or you are too far or getting interference
2. Your Internet Provider is slow, or is experiencing issues
3. The Server or Remote Computer's Internet is slow or having issues
4. The Server your connecting to or Remote Computer is having trouble
5. Your computer is having an issue

Here is thing you can try to remedy the issue

. Adjust Quality of the Rem

Try sitting closer to your Wi-Fi Router or connect using ethernet cable directly.

Restart your Wi-Fi Router and Internet Modem.

Try connecting using your Cell Phone Hotspot. (If this is working much better from another
Wi-Fi or Hotspot, investigate your Router/Internet Provider)

Restart your computer.

« Right Click on the Icon ISkl
e and select Edit (If using Windows 11, and have new menu, click to show more

options, then you'll see edit)
FI

Connect

Edit
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e Go to Experience Tab and Try: High-speed broadband option
— b
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Performance
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/'- Modem (56 kbps)
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e Then press connect (Keep in mind this won't save it for future connections,
to save this, go to General then save, then you may connect)
e If its better but still having trouble, you may try Low-speed broadband option as well.

a

Reach out to support, if all the above steps fail to remedy the Issue
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Remote Desktop

Setup and using Remote
Desktop on iPhone or iPad

Remoting in to your work computer on a Phone and iPad is very useful when you need to check
something in a pinch and away from your computer.

Setup

Download Windows App Mobile: Windows App Mobile on the App Store

O

Windows

Now you may need to submit a request to support@precision-computer.com to get all the

information you need to set this up. You may also schedule a time to stop by a local Precision
Computer to get assistance.
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1. Open the App and press the + icon, then PC

Devices

Work or School Account

Workspace

2. Fill in the PC Name and Gateway and Click to Save (Add Credentials to make it easier to
not have to fill out each time)
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Storage

e Your Gateway Credentials may be different than your PC Credentials. The
Credentials right under PC Name, is the username and password that you use to
login to your Office Computer or Remote Computer. Whereas Gateway Credentials
maybe different, but usually is the same.

3. Make sure you have Duo Mobile setup on a device you have with you when you want to
remote in.

Connect


https://docs.precision-computer.com/uploads/images/gallery/2024-11/MY113yCHygyczdZA-image.png

1. Open "Windows" app

2. Tap on the Computer you want to remote to
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Devices

v Saved Devices

Example-PC

3. You should get Verify your identity notification from Duo
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. Verify your identity
Are you logging in to Microsoft RD Gateway?

Connecting to
Example-PC

4. Simply drag down on the notification and press "Approve"
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TIME SENSITIVE
. Verify your identity

Are you logging in to Microsoft RD Gateway?

Approve

Do not Approve if your not connecting to the remote computer, Ignore if your not sure if its
one of your devices or Deny if you think its someone else connecting. Please report if you
randomly are asked for Approvals when your not trying to connect!

If Duo is setup on another device, then you would just tap "Approve" on the device it is setup
on. If you would like to move it, just contact support to assist you in setting it up on another
device.
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