How to get a shareable
Authenticator 2FA Key on
Microsoft 365

While this is strongly advised against, there are situations that an account needs to be shared
between multiple users, and with 2 Factor Authentication, usually only one person may have
access to the code by putting in their own phone number or using an app on their phone. These
instructions will show how to obtain a 2FA Key that you may share with multiple devices/users.

1. Go to: My Sign-Ins | Security Info | Microsoft.com
2. Click to add Sign-in Method

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in method when mast advisable is i Microsoft Authenticator - notification Change

+ Add sign-in method

A
3. Select "Microsoft Authenticator"

Add a sign-in method x

Microsoft Authenticator
-/ 1 Approve sign-in requests or use one-time codes

El Hardware token
Sign in with a code fram a hardware token

% Alternate phone
Getacall to sign in with a code

% Office phone

Get a call to sign in with a code

= App password
Use this to sign in to  specific app that requires a password

4. Select "l want to use a different authentication app", Then press "Next"

Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

7
e | N

5. Now you will see QR Code you can scan, underneath you will have option to click "Can't
Scan Image?", click on it and you will have the Secret key that you can copy and save,
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also you can take photo or screenshot of QR Code to share with other users

Authenticator app X

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next",
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Enter the following into your app:

Account name: i - [}
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6. Go ahead and use app like Authy or Google Authenticator and scan the QR Code and
complete the setup, and click "Next"

7. 1t will have you type in 6-digit code from your Authenticator app to make sure you have it
correctly, putitin and Click "Next" then Complete.

Authenticator app X
Enter code
RAH HRX Enter the 6-digit code shown in the Authenticator app.
Enter code
-
—

That it, now you have the Secret Key or QR Code you can share, again strongly advise against
sharing it unless its strictly necessary. Treat this as a password.
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