| got a suspicious email,
what do | do?

We all get those once in a while, sometimes its easy to tell that its Spam or Ads, or that its even a
phishing email, however some look legit and hard to be sure.

We recommend you to send us a copy that we can review, if you ever do question it, or just unsure.

Always question each email:

Sent: T . r
L T e N ——
Subject: MacBook payment wias UPDATED Onlinesesssssaesnn

You don't often get email fi

Dear Chent,
Your involoe to Amazon for the amount of $238.90 has successfully debited. Your Expected Delhvery ks BY tomomow. Pleate note that on your bank statement, this charge will appear within 24 hours. A record of your
purchase information appears below,

Why is Amazon using a
gmail address to send you

DATE: Moy 19, 2022 an invoice?

INVONCE No.# 542222

PRODUCT Name: MacBook Alr 2020

PAYMENT METHOD: PayPal

AMOUNT BILLED: 959,99

If you hawve guestions about this order, you can simply ,exh“”-:,:,,_'—l___——' _DDESI that phOr‘Ie nu mt::er look
I customer Assstant support: +1 (888)  (893) ~ (8377) I in typical format? Don't call!
Thanks,

BILLING SUPPORT

Here is few things to look for:

1. The "From" Email Address (this will help you with 99% of them)

UPS Delivery Notification, Tracking N

UPS <pkginfo@ups.com:

U To ® Daniel
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everything after the @ symbol matters, does it look correct and same as their website?
Most companies will have a website, and if you can type in the address into web
browser @ as a website, and it loads, that's usually a good indicator that it is more

legitimate email address. For instance this email came from pkginfo@ups.com so if |

take whats after the @ symbol and try to go to ups.com and it loads a whole website
and looks legitimate, then likely is a more legitimate website. However this DOES NOT
Apply to @gmail.com @yahoo.com @outlook.com as they are email host providers and
anyone can make an email address and make it look more legitimate.

If Microsoft is emailing you, it should be @microsoft.com and same for most companies,
if its something else, its a red flag already.

If its a big company and coming from a @gmail.com, then 99.99999% chance its a fake
or scam.

2. Does it have unusual grammar?

Yes, large companies can get hacked too, or have their domain "spoofed". So its
important to look at email carefully and see if it has unusual grammatical errors, that is
not normal for size of company.

3. Is it asking you to do something unusual?

Is the attachment a pdf or word document and sending you to login to your Microsoft
account? then likely a phishing attack.

Is it asking you to update billing information with company you don't normally have that
arrangement or you do already have it set and they are asking you to update it? Most of
these scammers want to get your money, they are usually going to find creative ways
for you to get them your banking information.

Use an alternative method to verify this request, call with number you have for
that company (NOT the one they include in that same email) and ask if they really
sent that email. You never know if their email got hacked and if that party did
send that email or not, better to be sure.

Best way to send copy to us:

Forward
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Simply click to forward it, and send to support@precision-computer.com

| From =~ jehndoe@example.com

To ® -y ppo rt

Bee

Subject FW: Am | Racist? Is a Top 4 Blockbuster Hit Across Americal

If you may, attach the Internet Headers in the email, to help determine where it was

routed from - Follow this link for How do | find the Email Internet Headers?

Revision #5
Created 16 September 2024 21:26:23 by Daniel O
Updated 21 March 2025 13:52:40 by Daniel O


mailto:support@precision-computer.com
https://docs.precision-computer.com/uploads/images/gallery/2024-09/9QkfOgdljj0h3ssU-image.png
https://docs.precision-computer.com/books/e-mail-options-issues-spam-or-hacked/page/how-do-i-find-the-email-internet-headers

